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Annex 11

Security Plan

POD Security Plan: XXXX POD 


Insert location of POD facility here


The security functions of the XXXX POD site will be coordinated through the XXXX Police Department and the XXX County Sheriff’s Department.  Additional staff and personnel will be incorporated into the security operations.  Security will be provided for all personnel, materiel and equipment involved in the management and distribution of the Strategic National Stockpile.  Security to be provided includes, but is not limited to: 

· Preventing unauthorized access to locations that support SNS operations
· Facilitating movement of vehicles that transport the SNS after initial receipt
· Controlling crowds that might interfere with effective operations
· Controlling traffic flow that might interfere with effective operations; and 
· Protecting the equipment and materiel of the SNS. 

Security personnel will be deployed in shifts determined by the Security Manager for the duration of the POD activation.  Additional personnel will be activated should conditions or circumstances at the site demand increased staffing.  Actual security personnel staffing levels and times will be determined at the time of the event by unified incident command.  Responsibilities of the security manager and security staff are detailed in Job Action Sheets in Annex 15 of the XXXX POD plan.

Minimal Personnel Deployment: (see attached Floor Plan)
· 1 Law Enforcement Officer In-Charge (Should be Security Manager)
· 1 Security Staff- SNS Materiel security
· 1 Security Staff-  POD Site Worker’s Entrance security
· 2 Security Staff- POD Public Entrance and Exit Points security
· 3 Security Staff- Roving POD Site Security Patrol (Screening and Dispensing areas)

Traffic control and parking lot security will be provided by traffic control staff as detailed in Job Action Sheets in Annex 15. 

Upon initial activation of the XXXX POD site, a security sweep of the facility will be done by the local law enforcement.  The security sweep will include a facility perimeter security sweep, facility internal sweep, and sweep of the traffic route to and from the POD site to make sure the route is open and available.   Local law enforcement presence will be maintained from that point forward, until decommissioning of the POD site.  Additional security sweeps of the facility will be done upon discovery of any suspicious items or persons.  Random security patrols of the site by the security personnel will provide visible security presence, as well as monitoring of site security via the XXXX POD surveillance camera system (if available).  People and vehicles may be subject to random inspection by security personnel, should there be an elevated level of security risk at the site.

Security of SNS materiel will be provided by locking materiel in secured rooms within the facility.  Security staff and other personnel will be posted at SNS materiel storage locations as required.  Security presence will be sustained while medications are maintained within the building even after POD operations cease.

Crowd management and movement within the POD is designed to provide the most direct and safe movement of people within the facility.  Safety and security of POD workers and the public is of paramount importance.  All exterior doors will be locked with exception of the entrances.  The public will require a combination of directional signage, personal direction from POD workers, and a dissemination of information regarding the POD procedures.  

Local law enforcement policies and procedures for use of force will be followed.

Communication:  All security personnel will need to be able to communicate with each other.  Security Manager will need to communicate with Vehicle Traffic Control Team Leader(s) Facilities Manager, Logistics Chief and POD Manager.
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